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Digital identity verification  
for a privacy-first world
A growth strategy for telcos
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Faced with the commoditisation of their traditional voice 
and data businesses and the continuing need to invest 
large sums into infrastructure upgrades, telcos worldwide 
are now presented with an unprecedented opportunity 
right at the heart of the digital marketing ecosystem.

The opportunity is the result of a seismic shift in digital 
advertising. The identifiers used until now as the foundation 
of programmatic advertising – including third-party cookies 
and Mobile Advertising IDs – along with approaches such  
as IP masking and User Agent String requests, are being 
challenged , and the advertising industry is looking for a new 
privacy-centric user verification and audience activation 
service to support the programmatic advertising industry.

Based on network and customer data telcos can provide  
two services capable of enabling programmatic  
advertising at scale:

1.	� Telco-verified user IDs to verify users across devices, 
websites and apps in a way that is secure and compliant 
with privacy regulations;

2.	� Dynamic IDs to enable advertisers to request 
addressable audiences for real-time personalised 
marketing in a privacy-first way.

Telcos are empowered to deliver a truly universal view 
of consumer interactions within an individual publisher 
environment and then activate audiences at a global level. 
This allows them to have a role across the digital advertising 
sphere including Connected TV, audio streaming and 
download platforms. At a stroke, telcos can play a vital  
role in the digital value exchange, and one that provides  
a clear route to growth.

Executive summary
With telco-verified IDs, telcos will drive shareholder  
value through a new service-level proposition. 

Concurrently, telcos can use the IDs for their own customer 
and marketing efforts. For example, by activating their first-
party customer intelligence telcos can better understand 
their customers’ journey, allowing them to reduce churn. 

Telcos can also use the IDs to improve targeting of their  
own campaigns to reach new and potential customers  
with the right messages at the right time. And telcos can  
also extend opportunities for affiliates by overlaying ID  
and data as a service. 

Telcos that secure first-mover advantage will stand to 
benefit the most from this new and exciting opportunity  
in digital marketing and advertising. 
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Introduction
In its recent Global Telecom Outlook, PWC painted a bleak 
picture for the global telco industry. Although global data 
consumption over telco networks is forecast to nearly 
triple, from 3.4 million petabytes (PB) in 2022 to 9.7 million 
PB in 2027, revenues from internet access will only grow at 
a modest 4% CAGR to $921.6 billion.1 The reason is simple: 
telcos have little to no pricing power over increasingly 
commoditised connectivity and data services. 

Exacerbating this challenge is the fact that telcos must 
continue to invest in the expensive infrastructure they  
need to win customers in an ultra-competitive market. 
According to PWC, as the transition to 5G unfolds, telcos  
will invest a staggering $342.1 billion on their networks in  
2027 alone.2

All the while, Over The Top (OTT) service providers  
including Google, Amazon, Meta, Netflix, Rakuten and many, 
many more continue to thrive with services that run over 
telco networks but from which telcos receive no upside. 
The prospect is chilling: that telcos become little more 
than connectivity utility providers; vendors of low-value, 
commoditised voice and data services.

The alternative is to find new business models, new sources 
of growth and a new role in the digital ecosystem. Here there 
are some promising signs. Already, telcos are reviewing 
service application-level opportunities around emerging 
technologies including 5G and artificial intelligence (AI). 

Vodafone, for instance, introduced a “Drone in a Box” 
solution in partnership with FlyteBase. The solution enables 
autonomous drone missions, high-precision landing at a 
fixed point, battery charging, and real-time data transfer.3 
Virgin Media O2 Business, meanwhile, helped deliver the 

UK’s first 5G-enabled hospital, connecting mission-critical 
hospital activity, including smart medicine storage and 
e-observations at the South London and Maudsley NHS 
Foundation Trust.4

This paper examines another, equally promising opportunity: 
telco-powered user verification and telco addressable 
audiences for adtech. This opportunity has the potential 
to drive shareholder value in adjacent industries and 
ecosystems by creating a new role for telcos as  
independent adtech ecosystem player.

Here, we map the scope of the opportunity and outline  
use cases that promise immediate growth for telcos.

 

“As [telcos] maintain their long-standing focus 
on cost cutting, optimisation and automation, 
companies can seek out pockets of growth.  
These include …the provision of digital 
infrastructure, data, content and platform  
services tailored to the needs of sectors  
such as entertainment and media,  
healthcare, manufacturing and mobility.”

PWC, Perspectives from the Global  
Telecom Outlook 2023–2027
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Digital advertising ecosystem

Today, the digital advertising market centres on exchanges, 
where the sell- and buy-sides meet: on the one hand 
publishers, with inventory to sell, and on the other, brands 
looking to advertise.

The respective parties use Demand Side Platforms (DSPs)  
and Supply Side Platforms (SSPs) or multiple ad exchanges,  
to buy and sell advertising space and to activate campaigns.

Concurrently, Data Management Platforms (DMPs)/ Customer 
Data Platforms (CDPs) collect user data such as third-party 
cookies and Mobile Advertising IDs (MAIDs) to enable 
advertisers to target the right audiences sometimes helped  
by data clean rooms for offline data matching, across devices  
with customised content, and to measure the performance  
of their campaigns.

DMP

Tapping into the digital  
advertising sector
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•	 US: $460.5 billion12.1

•	 Asia Pacific: $332 billion13 

•	 Europe: $169 billion14

•	 Latin America: $23.6 billion15 

•	 UK: $44 billion16

•	 Middle East and Africa: $44.83 billion (by 2032)17

Global digital advertising market
Globally, the digital advertising market is expected to reach $965.6 billion dollars by 202812 

As telcos have looked to differentiate and grow, they have 
long had an eye on the lucrative digital advertising market.

However, in the past the efforts of telcos to access this 
ecosystem have met with limited success.

Weve is a case in point. This joint venture by several UK 
telcos was intended to give the industry a role in mobile  
ad delivery, but it failed to expand beyond its initial SMS/
MMS offering and declined as a result.5

Another example is Telenor’s acquisition of cross-device 
adtech company Tapad in 2016. Less than five years later, 
Telenor sold Tapad stating that the company was no longer 
part of its core business.6

Other attempts by telcos to buy their way into the adtech 
space have similarly met with limited success, such as 
Verizon’s acquisition of Oath (which in 2018 ended with  
the demise of the Oath brand and a $4.6 billion write-down 
for Verizon)7 and AT&T’s acquisition of Xandr (which AT&T 
eventually offloaded to Microsoft having failed to extract 
much value from the purchase).8

The lesson of the past is clear: buying into the existing ad 
tech ecosystem through acquisition is hardly the right path 
into the adtech industry for telcos. Trying to marry separate 
companies with different propositions under one banner  
is highly challenging. Not only do the business models  
vary significantly, but the basic systems on which the 
companies operate are unlikely to be interoperable.  
Any such acquisition will therefore require lengthy  
and complex integration efforts before value can  
even start to be realised.

A different approach is for telcos to enter the industry 
through a compelling, enabling-layer proposition.  

Rather than trying to own a part of the ecosystem,  
telcos can generate value by serving it.

Already, leading telcos are doing just that in other adjacent 
sectors and generating significant value as a result. Some 
of the most successful involve leveraging telco network 
intelligence for mobile identification services that enable 
brands to quickly authenticate identities to reduce fraud 
without negatively affecting the user experience. 

Examples include:

• Mobile ID: an identifier launched by af2m, a joint initiative  
  between telcos including Orange, SFR and Bouygues.9

• Mobile Connect: developed by the GSMA, Mobile Connect   
  has been launched by more than 70 operators globally.10

• Verimi: a data safe offered by T-Mobile that enables  
  people to securely share their data with banks and  
  public service providers.11

Until now, telcos have largely limited their ID propositions 
to sectors such as banking, retail, and the public sector. 
But now, there is a significant opportunity to launch similar 
services in the digital advertising sector. 

As is outlined in the following paper, Novatiq is the 
prime mover for this market, delivering the in-network 
infrastructure that can help telcos deliver digital identity 
verification and addressable audiences services for use 
in personalised digital advertising and content. European 
telcos have also joined the running through the Utiq 
partnership. With more and more carriers integrating adtech 
play worldwide, the marketing is picking up and fast movers 
stand to win big.
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The perfect timing
With the digital advertising sector facing huge disruption 
to its operating model, the timing has never been better for 
telcos to enter the fray with just such a service-level play.

This is because authorities around the world are passing 
new data privacy regulations into law. The EU General Data 
Protection Regulation was first off the block in 2018.

Subsequently, similar laws have emerged in China, Japan,  
the UAE, Oman, Canada and US states including California, 
Utah, and Virginia.

As well as top-down regulation, there is also a bottom-up  
drive for privacy protection. As one study discovered,  

• Third-party tracking cookies

• Safari: Apple deprecated third-party cookies in 2018.  
  By default, Safari only accepts first-party cookies and  
  website data from websites a user visits. This prevents  
  advertisers from storing data on a user’s device.  
  Users can block all cookies if they choose to do so.19

• Edge: Microsoft sets tracking prevention to  
  “balanced” by default. For increased protection,  
  users can switch tracking prevention to “strict”  
  or block all third-party cookies.20 

• Firefox: By default, Firefox isolates third-party cookies  
  to the website on which they were created, meaning  
  they can’t be recognised across different websites.21

• Chrome: Google had planned to have entirely    
  phased out tracking cookies22 and move users to its  
  Privacy Sandbox. However, in July 2024, the company  
  announced that it would no longer deprecate cookies  
  in Chrome. Instead, it plans to provide web users with  
  clear consent mechanisms, requiring users to opt-in to  
  third-party cookies, with its Privacy Sandbox remaining  
  as an alternative option to tracking.23 If what happened  
  following Apple’s move to make its IDFA opt-in is  
  anything to go by (see Mobile device IDs directly  
  below), this move will dramatically reduce the  
  addressability of tracking cookies (Novatiq estimates  
  it will fall from 35% on average today, to less than 10%). 

• Mobile device IDs

• Identifier for Advertisers (IDFA): Apple’s IDFA is now  
  an opt-in service. As a result, signals have dropped  
  to just 27%.24

• Android Advertising ID: Google plans to deprecate  
  advertising IDs from Android and move users onto  
  its Privacy Sandbox.25 Whether it changes these plans  
  in the light of its rethink around tracking cookies in   
  Chrome remains to be seen.

over a 12-month period, 85% of consumers deleted a phone  
app, 82% opted out of sharing personal data, 78% avoided  
a particular website and 67% decided against making an  
online purchase due to privacy concerns.18

The dual pressure from regulators and consumers is  
driving a major change in the way publishers and advertisers 
identify people online for advertising. Invasive tools and 
techniques such as third-party tracking cookies, mobile 
device IDs, user Agent String Analysis, fingerprinting, and IP 
masking are being restricted or disappearing all together. 
As a result, the signals used by brands for personalised 
programmatic advertising are vanishing.

• User Agent String 

Google is phasing out User Agent String in Chrome as it  
can be used to fingerprint users. The technology will be 
replaced by privacy-preserving User Agent Client Hints.26

• IP hashing

This approach is falling out of favour as it is relatively  
easy to restore a hashed IP address to the original in  
a matter of hours, putting privacy at risk.27 Meanwhile, 
technology firms are taking measures to block IP  
addresses for users. Apple’s iCloud Private Relay service,  
for instance, prevents websites from seeing users’ IP 
addresses and stops network providers from collecting   
browsing activity data in Safari.28

According to the Interactive Advertising Bureau (IAB),  
82% of organisations have been impacted by signal loss.29 
And quite possibly this is just the start. Additional regulation 
in the future could further diminish signals and make it 
harder than ever for advertisers to reach their audiences 
online with relevant and timely content.

This is a global challenge that needs to be addressed 
through a new approach to identifying the majority of web 
users who surf the web without having first verified their 
identities by signing in to a website, digital platform,  
any other logged-on solution.

Authentication services such as: ID5, LiveRamp,  
Unified ID2.0 are available to, in part, for the reduction 
of third-party cookies. It is likely that without a new 
approach to identity verification the addressable  
audience for programmatic advertising on the open  
web could shrink exponentially.

Digital marketing requires access to addressable audiences 
that offer considerable scale and are capable of identifying 
users across devices. It‘s not just addressability that’s 
at stake: the ability to measure and attribute campaign 
performance will also be compromised.

Signal loss in the digital advertising ecosystem
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Digital advertising’s dystopia

With fewer third-party cookies in the programmatic 
ecosystem, advertising will need to rely on the following:

• Walled gardens- such as Facebook, Apple and  
  Amazon that rely on authentication at scale within  
  their own environments.

• Authenticated identifiers- that provide limited  
  addressable audiences (authenticated IDs are not  
  expected to secure more than around 20% penetration –  
  see “Beyond the UUID” below).

• Inferred identifiers- that enable publishers to fingerprint  
  the devices to access sites with the aim of recognising  
  returning devices (although privacy concerns have led to  
  some browsers installing anti-fingerprinting technology).30

• Google’s open standards- “Privacy Sandbox” that is  
  focusing on aggregation and anonymisation, an approach  
  it has admitted will impact its ability to use user identity  
  for ad targeting.31

• First-party cookies- that will remain in place but will be  
  of limited value on their own as they are session based  
  and do not enable cross-device user recognition. 
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These identifiers provide only a fraction of the scale 
that digital advertising needs to thrive. There are 
several things at stake for digital marketing: 

1.	� The efficacy of advertising on the open web.  
Businesses will have to return to the “spray and 
pray” model of placing a large volume of ads 
in the hope that their audiences will see them.

2.	� The availability of high-quality, free content.  
If advertisers pull budget from open web publishers, 
these publishers will find it harder to fund free 
content. Paywalls will not be an option for most: 
figures from Q3 2024 suggest that the modest 4.9% 
growth in subscriptions achieved by publishers 
was not sufficient to make up for declining display 
revenues. The lack of third-party cookies may also 
stall the development of new telco propositions 
like CTV and smart home initiatives without the ad 
revenue to fund them.

3.	� A level playing field for all publishers.  
Authenticated models by definition prioritise 
premium publishers. This will lead to an advertising 
ecosystem where smaller publishers bear the 
brunt of ad revenue losses.

4.	� A failure to address privacy requirements.  
A reliance only on first-party cookies will require 
targeting data in the bid stream, which goes 
against the privacy-first approach regulations  
are trying to instill. 

5.	� Reduced customer experience for consumers. 
Less personalisation results in more irrelevant  
ads and therefore increased perception of 
spamming which will result in a diminished  
web experience.

The digital advertising industry therefore needs a 
solution that enables verification of anonymous web 
users without the requirement to log in and collect 
personal data. These so-called “ghost” users need 
to be understood if publishers are to get anywhere 
near the scale they need for programmatic revenues 
– and if walled gardens want to extend their own 
addressable audiences.

What’s needed is a new identifier and telcos  
are well positioned to provide the solution.
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To establish where telcos can play an important role in the provision of telco-powered IDs for 
digital marketing it is important to understand the diversity of ID categories:

�Persistent.  
An identifier that can provide a single 
view of an individual across numerous 
devices or applications using 
deterministic data obtained from 
log-ins. Types of persistent identifiers 
include Universally Unique IDs (UUIDs), 
cookies and web beacons.33 As these 
IDs are only of use when users are 
logged in, an additional approach will 
be needed to recognise users on the 
open web.

�Device level.  
An ID that sits on an individual 
device such as a mobile phone, 
tablet, CTV or other smart devices. 
Examples include Apple’s Identifier 
for Advertisers (IDFA) and Google’s ID 
for Android (ADID). Again, these IDs 
are used to recognise device owners 
across apps and websites, but they 
are currently being reduced by the 
ID owners.

�Omnichannel.  
An ID that enables a user to be 
identified across devices by building 
up user profiles based on information 
such as email or phone number 
data. These are being touted as a 
replacement to cookies but come 
with significant limitations (see 
“Beyond the UUID” below). LiveRamp, 
ID5 and Unified ID 2.0 are all 
omnichannel IDs.

�Pseudonymous.  
These IDs leverage a wide range of signals 
- sometimes hundreds - across multiple 
channels to build user profiles by matching 
anonymous data points with data from 
known users. Probabilistic IDs are not  
as precise as deterministic IDs.34 What’s 
more, the signal loss being experienced  
in the industry is particularly challenging  
for probabilistic IDs.35

 

 
Dynamic.  
An ID that is privacy-first, dynamic,  
unique, non-sequential and with  
real-time application. This ID leverages 
telco networks for real time first-party 
activation. It’s therefore able to help 
publishers and brands recognise users 
across the open web, Novatiq’s patented 
Hyper ID is an example of a dynamic ID. 

The ID universe
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Beyond the UUID

Using authenticated logins, UUIDs reference the network 
address of the host that generated the ID and a timestamp 
that records the transaction. Commonly used in third-
party cookies as a way of recognising users, UUIDs have 
been expected to underpin the identifiers that will 
eventually overtake cookies.

UUIDs can be considered pseudonymous at a point of 
activation as they are transient until de-crypted since 
typically they are based on a timestamp only and not 
directly relatable to personal identifiable information (PII). 
That means they are compliant with new and emerging 
privacy regulations.

However, there are two key drawbacks with UUIDs:

1.	� People must agree to be authenticated – something  
that only around 20% of web users will be happy to do.  
To entice people to agree to authentication there needs 
to be a clear value exchange. This will favour larger 
publishers who offer an obvious value exchange for 
consumer opt-in but smaller publishers may miss out. 

2.	� If a person opts out of one publisher, the universal nature 
of the ID means that all publishers will lose access to that 
person’s data. Publishers will therefore want to consider 
an identifier that is unique to them. 
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Cracking the Google conundrum 
with a verified first-party identifier

All potential third-party identifiers face a new challenge 
that needs to be understood and overcome to deliver 
scale. Google has stated that its advertising stack will  
not use hashed emails or hashed phone numbers  
moving forward.

Without Google’s backing, identity service providers would 
not be able to activate IDs within the Google adtech stack 
and would therefore be limited to serving publishers on the 
open web, or to delivering audiences through the sell-side.

All is not lost, however. Google has also said that it will 
continue to support the use of first-party IDs – and that  
is a very significant development indeed, especially for  
a telco-verified first-party ID’s.

Publishers are already looking to exploit the opportunities 
on offer through first-party data, by offering consumers 
incentives to provide their data, which can then be activated 
against publisher first-party IDs. According to one study, 
first-party data now plays a key role in 64% of publishers’  
ad strategies.36

However, as mentioned above, first-party IDs are limited  
to sessions and don’t support cross-device advertising. 
This means there’s a clear gap in the market for a first-party 
identifier that is both privacy compliant and able to deliver 
the cross-device, cross-app visibility that advertisers need 
for audience addressability, targeting and matching, and  
for measurement and attribution.

At present there are a range of options to choose from, 
but only one has all the qualities needed to support 
programmatic advertising at scale.
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Martech identity services 
from telcos

This is where telcos enter the story. In our increasingly 
privacy-first world, where consent is critical to using a 
person’s data, telcos are uniquely positioned to solve 
digital advertising’s great dilemma. There are several 
reasons why:

•	� Trust.  
Telcos have a trusted, one-to-one billing relationship 
with their subscribers that has been built up since 
the birth of the mobile phone industry. Their trust 
and independence from the advertising sector  
make them an ideal source of authentication.

•	� Security. 
Telco networks are highly secure. So long as data  
never leaves the telco network, people can be  
reassured that there will likely be no data loss  
or theft.

•	� Visibility. 
Only telcos can verify an identity across all of a 
subscriber’s connected devices including phones, 
laptops, set-top boxes, CTVs and smart speakers,  
and related platforms such as streaming sites.

•	� Scale.  
With fewer invasive signals, publishers and advertisers 
will need to find a comparable large-scale source of 
audience data to tap. Telcos seem the obvious choice.

•	� Connectivity. 
Telcos are at the heart of every digital transaction  
in a way no other industry can rival. 

Drawing on these unique and powerful selling points,  
telcos can use their information to help create an ID 
service that enables 1) verified audiences for content 
publishers (verified ID for identity resolution and audience 
addressability) and 2) real-time targeting and audience 
activation at scale.
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Two new IDs to secure the  
future of digital advertising

The draw of telcos’ networks to the advertising  
ecosystem is that they are real-time, scalable and, 
significantly, able to connect devices with identifiers.  
As such, they offer the perfect foundation for the  
next generation of advertising IDs. 

Telcos can provide the basis of two new and  
compelling identifiers:

•	� A telco-powered user verification ID. 
Using privacy-safe telco information, a publisher  
can verify who is visiting their site/app and identify  
return visits - irrespective of which device they’ve  
used to connect.

This approach has an advantage over UUIDs because 
each identifier is unique to the publisher. This means that 
they can safely create their own consented first-party 
audience data, and it removes the risk of automatically 
losing the consent of users that opt-out when asked by 
other publishers.

•	� A dynamic ID for audience activation. 
Publishers can generate a transient ID for each ad  
request that is verified and activated in real-time through 
the telco network. This approach allows advertisers to 
reach real audiences, in real-time and at scale using 
verified, privacy-compliant data that has been collected 
and consented to at the first-party data owner level. 

In addition to campaign targeting, the ID can be used  
to activate audiences for specific advertising campaigns 
and undertake frequency capping, measurement and 
attribution, all in a privacy-compliant manner.
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This approach offers a compelling solution to all of the 
challenges facing the advertising industry: 

1.	� The efficacy of advertising on the open web.  
Brands will be able to continue to benefit from 
programmatic advertising that reaches their addressable 
audiences at scale at the right moment with the right 
message. Advertisers can access the information 
they need to meet their ID resolution and audience 
addressability requirements, including access to  
telco audiences which represent a rich source of 
information and user verification.

2.	� The availability of high-quality, free content.  
With the programmatic advertising model intact, 
advertisers will maintain digital advertising budgets 
enabling the ad-funded content model  
to continue. 

3.	� A level playing field for all publishers.  
Publishers large and small will be able to activate their 
data effectively and recognise “ghost” users across the 
open web and the Google stack enabling a fair crack 
at securing advertising revenue. The approach delivers 
a unique identifier that keeps their first-party data 
safe, while also providing a clear route to activation and 
monetisation.

4.	� Addressing privacy requirements.  
As there is no distribution of data in the bid stream 
against the publisher’s first-party cookies, there’s no 
danger of PII being lost. The IDs are privacy-first and 
completely compliant with all privacy regulations.  
What’s more, as the identifier can only be used once,  
it future proofs publishers and brands against any  
future regulation that may limit the use of first-party 
cookies to a certain timeframe.

A true panacea
5.	� Better end user experience.  

Consumers benefit from more relevant advertisements 
and promotions along with increased control and privacy 
(see “Advertising as a Service” below).

6.	� Reduced ad fraud.  
With audiences verified by the telcos, publishers 
can ensure that audiences are real, and safe-guard 
advertising clients from fraudulent bot-activity and 
issues around brand safety. 

What’s more, the dynamic transaction ID is designed to be 
interoperable with other ID solutions. It can be therefore be 
used to enhance other ID providers’ reach or it can work in 
partnership with other ID providers, such as ID5 - allowing 
publishers to activate any and all first-party data they  
have and deliver end-to-end attribution and performance 
measurement through the use of the decrypted ID5 IDs.

And as the solution is delivered across telco networks,  
the entire ID ecosystem benefits as it saves them having  
to make individual integrations with each telco – a job  
that would be prohibitively complex and time consuming.

The telco ID infrastructure does not only apply to the open 
web. As the telco is at the centre of all digital interactions, 
it can also apply to connected TV services and audio 
streaming or downloads – in fact, it is not limited to  
format in any way.

Telcos are therefore able to deliver a truly universal view  
of consumer interactions within an individual publisher 
environment and then activate audiences at a global level.
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Advertising As A Service

The approach also transforms consumers’ relationships 
with advertising and advertisers for the better.  
With telco-verified IDs, advertising can be delivered  
as a service in such a way that it becomes a dialogue 
between brand and consumer.

Working with telcos, publishers can enable the advertiser  
to understand where and when a user has seen an ad, which 
enables them to serve a different ad the next time the user 
visits (regardless of which device they are on). 

Adverts are transformed from being little better than  
spam to being a real value add to the lives of consumers  
and aligned to their likes and interests.

Consumers are provided with a clear value exchange: they 
consent to telco verification, but in return they receive a 
much better advertising experience. 

In the privacy-first future identity solutions must create a fair 
value exchange between the consumer and the publishers 
to ensure that customer experience is not severely 
degraded. Nobody, least of all the consumer, wants a return 
to the era of constant spamming!
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Telco-verified audience ID  
for publishers:

1. User asked by publisher to  
give consent

2. Publisher consent drives  
right to use verified ID

3. Consent decision logged  
by ID partner

4. Consent passed to telco

5. If consent rescinded  
verification process stops

6. Verification reactivated  
when consent given

First-party data for  
audience activation:

1. User asked by telco/ publisher  
to give consent

2. Consent decision logged  
by ID partner

3. If consent rescinded, first-party data  
usage for audience generation stops

4. Audience use reactivated  
when consent given

Securing consent from 
subscribers
Telcos rightly focus on delivering customer experience 
excellence, and they will be keen that the issue of consent 
is handled with care.

Fortunately, the whole advertising ecosystem is aware of 
the importance of educating consumers about the value 
exchange involved when consenting to use their data as 
an identifier or to build addressable audiences, as well as 
explaining precisely what data is and is not used. As such, 
consent remains the central requirement here. And that it  
is about being transparent, trustworthy and privacy-first.

In the proposed, telco-centric approach to telco-powered 
IDs, there are two approaches to securing consent. 

The first involves providing consent via an additional  
pop-up message when a user visits a webpage. However,  
as this approach adds friction to the customer journey, 
a better method is to give consent at the point of use. 
Here the consent is secured through whichever consent 
framework the publisher already has in place, removing  
the need for any additional measures. Consent comes  
from the publisher for the IDs and the verification use,  
and from the telcos for their data usage only.

 

How consent is secured for each use case
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Case study:
activating audiences via  
a telco-powered dynamic  
audience activation ID
Brand use case 
Leveraging customer intelligence to provide fully  
attributable, deterministic customer intelligence  
on hard-to-reach audiences.

Objective 
Global bank HSBC sought to drive uptake of its premier 
accounts in Turkey by targeting a precise custom audience 
that met strict qualification criteria.

Strategy 
To reach a precise, niche audience using a programmatic 
strategy, HSBC leveraged audiences from a Turkish 
telco, enabled by Novatiq’s ID solution and the targeting 
capabilities of Platform 161 (Verve Group).

Novatiq’s real-time dynamic ID, verified through a telco 
network, enabled access to consented first-party 
deterministic telco customer intelligence to fuel the  
targeting strategy.

The campaign compared three targeting strategies  
to test the value of deterministic vs. probabilistic data:

1.	� Audiences from a renowned data marketplace

2.	� Deterministic data sets with set criteria

3.	� A control group, with no data segments applied.

Results 
Use of the dynamic ID for deterministic  
audiences generated:

	�

higher conversion rate from click to meaningful visit

more requests (47% more than control group)

lower bounce rate compared with cookie-based  
segments from the data marketplace

150%

15%
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CEO	

Benefit: 
�Increased shareholder 
value through service-
level proposition  
(a move away from 
commoditised 
service delivery).

  
New business	

Benefit: 
Significant new 
incremental revenue 
stream and a strong 
service-layer use 
case for 5G.

  
CRM	

Benefit: 
Churn rates reduced 
through better 
understanding of own 
customer journey as 
enabled by activation 
of first-party data.

  
Brand marketing	

Benefit: 
Enhanced targeting of 
telco’s own marketing 
campaigns: improved 
performance at  
lower cost.

 
Affiliate marketing

Benefit: 
�Extended 
opportunities  
for affiliates by  
overlaying ID  
and data.

With the imminent reduction of tracking cookies in Chrome, 
the short-to-medium term will be crucial in the development 
of identifiers for the web. The entire industry is collaborating 
and innovating to find the best possible solution and are 
open to new entrants, like telcos, which can help crack  
the conundrum. Telcos therefore have before them a huge 
opportunity to lead the conversation and help bring about  
a new paradigm or programmatic digital advertising. 

The benefits to telcos
Telco-powered ID services promise to transform  
the programmatic advertising industry for the better.  
They also promise to deliver breakthrough benefits  
to the telcos that support these services.

With telco-powered IDs, the search for a profitable new 
revenue stream in the digital market is over. At a stroke, 
telcos can find a place for themselves at the heart of  
digital value exchange, playing a central role in the  
digital economy for years to come.

As the below infographic illustrates, the verified ID proposition promises a broad 
range of benefits that will impact various stakeholders in the telco enterprise:

But the benefits don’t stop there. Using the same IDs that 
they supply for online user verification, telcos can improve 
the experience of their own customers while maximising the 
return on their advertising budgets. What’s more,  
if they decide to, telcos can also provide first-party  
data to enable targeted advertising at scale.
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Case study:
Driving cost savings and  
performance improvements  
for telco marketing campaigns 

Telco use case 
Leveraging consented telco customer intelligence to 
improve the performance of internal marketing campaigns.

Objective 
In the wake of new privacy regulations, one major Middle 
Eastern telco needed to find a new way to reach its 
audiences with tailored and relevant advertising content. 
Exacerbating this challenge was the fact that it could not 
use its own customer intelligence due to data privacy and 
security laws.

Strategy 
Partnering with Novatiq, telco-verified digital identity and 
audience activation platform, and its media buying agency, 
the telco implemented a privacy-by-design solution that 
enabled it to leverage its own first-party data to reach  
and engage with exactly the right audiences. This approach 
enabled the telco to reach two distinct audiences  
– in-country locals for the promotion of post-paid  
accounts and business account holders for the  
promotion of the value-add services.

Results 
The Novatiq solution enabled the telco to leverage 
its own first-party customer intelligence for 
personalised campaigns at scale. 

The results were impressive:

cost reduction compared to previous benchmarks

improvement in engagement rate for  
both campaigns

reduction in bounce rates meaning more engaged  
users with a higher likelihood of conversion

12%
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Three routes to building  
an ID service

As telcos look to address the opportunities online user 
verification and audience activation – both within adtech/
martech and across other vertical opportunities –  
they have three courses of action open to them:

1.	 Build in-house.  
 While this approach gives telcos full control of the   
 service, it is a complex process requiring integrations   
 across the adtech ecosystem. Doing it alone lacks   
 scale (only the telco’s own customer data is made  
 available) and it would have limited traction  
 with publishers. 

 Partnering with other telcos is an option. This is being  
 tried by a group of European37 operators, Utiq, but the  
 approach is not without challenges. First, under the terms  
 of this joint venture, members of the group are unable  
 to leverage their own internal customer data for  
 marketing, limiting the effectiveness of the solution.  
 Second, the group is the true owner of the ID, meaning  
 that it is arguably not a true first-party publisher ID.  
 It is possible that this area may be regulated in the  
 future and so the approach is not entirely risk free. 

2.	 Partner with a Data Management Platform/Customer  
 Data Platform provider. 
 This approach is far easier than building from scratch.  
 However, the telco cedes control of the service to  
 its partner, which many will be unwilling to do. And as  
 data is pushed down the ad ecosystem, this approach  
 also increases the risk of non-compliance with privacy  
 regulations and resulting brand damage.

3.	� Leverage telco-grade in-network solutions. 
With this approach, the telco retains full control of  
the service but also benefits from the ease of working 
with a partner that has taken care of industry integrations 
on its behalf. 
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Ten things to look for  
in an ID vendor

When looking to partner with an ID service provider, telcos 
need to work with a company that can add value and 
guarantee the service is both effective and compliant.

There are ten key questions to ask in this regard:

1. Is the ID solution dynamic and real-time?

2. How is privacy protection enabled? Look for patented  
 solutions with proven applications.

3. How does the ID provider integrate with telcos  
  (in-house vs. outsourced)?

4. Is the ID easy to deploy? (it is a myth that all ID services  
  are challenging to implement).

5. Does the ID enable safe data activation at scale?

6. Is the consent mechanism simple? Does it avoid adding  
  friction to the customer journey?

7. Is it a true, service-layer proposition?

8. Is it future-proof for emerging regulations around  
 first-party identifiers?

9. Is it easy for publishers to use? (solutions that wrap around  
  the iframe of websites can slow the performance of the  
  site and may put publishers off using them).

10. Does it allow you to leverage your own consented data  
 for marketing or revenue generation purposes?

There is a significant opportunity for telcos in adtech/
martech identity services. The key is to secure first-mover 
advantage. Now is the perfect time to make the right 
partnerships and test solutions, because one thing is for 
certain: companies that get to market first with credible and 
proven services will be well placed to win a strong share of 
the market and put an end to the long search for growth.



contactus@novatiq.com
www.novatiq.com

GET IN TOUCH

2025 All rights reserved. Copyright Novatiq.   23

About Novatiq

Novatiq is the world’s first telco-verified digital identity and 
audience activation platform, delivering next-generation 
advertising relevance to the digital advertising industry. Its 
patented Fusion platform brings together two IDs: Zenith ID 
for user recognition and Hyper ID for audience activation 
at scale. Publishers, agencies and brands benefit from 
consented first-party addressable audiences, enabling a 
new era of personalised experiences for consumers.

This new approach to consented IDs puts privacy first, 
improves user experience, facilitates safe activation of first-
party audiences, and drives better campaign performance. 
Novatiq is the only company within the advertising industry 
to offer first-party customer intelligence from telco 
operators as a way to verify “ghost” users and activate 
audiences at scale.

Founded in 2019 and based in the UK, Novatiq is ISO 27001 
and ISO 27701 certified and rigorously compliant with global 
privacy standards.

For further information, visit www.novatiq.com 

Connect with us via social: www.linkedin.com/company/novatiq 
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